EPILEPSY ASSOCIATION

Privacy Notice

Your Privacy is Important to Us

The Epilepsy Association is committed to protecting the information you share with us, and in turn respecting your privacy.  This Privacy Statement will explain the type of information we collect, how we use that information and how we protect that information.  The Epilepsy Association reserves the right to change this Privacy Statement at any time and will notify you of any changes as required by law.

What Information We Collect
The Epilepsy Association understands your concerns regarding the confidentiality of information you share with us.  We collect information from you on applications and other transactions with us.  This information can include name, address and social security number.  Under certain conditions we may also ask you and your covered dependents for medical history information.  We collect this information to:

· Accurately identify you

· Protect and administer your account

· Understand your needs

· Provide you or your group with rate information

What Information We May Disclose

We do not disclose any nonpublic personal information about our customers or former customers to anyone, except as permitted by law.  We may use the information you share with us internally under the premise of “minimum necessary” to conduct business operations.  We may share the information we collect from you with non-affiliated entities, but only to the extent permitted by law.  This can include sharing information with the following types of entities:

· Third parties that provide services necessary to effect, administer or enforce transactions that you request or authorize

· Lay enforcement officers and government agencies and courts as required by subpoena, court order or law

· Third parties that perform services on our behalf with whom we have identified “Business Associate” agreements
Protecting Your Personal Information

The Epilepsy Association takes the security of your information very seriously and has established security standards and procedures to prevent unauthorized access to customer information.  We maintain physical, electronic and procedural safeguards to protect your information.  Only authorized personnel within our organization who need to service your account see your information.  These individuals are trained to properly handle personal information and must abide by the terms of a confidentiality agreement.

Former Customers

If you end your relationship with the Epilepsy Association, we will adhere to the information policies and practices described in this policy.  If you have any questions regarding this notice, please contact (216) 579-1330.  

Security Procedures

The Epilepsy Association takes the security of your information very seriously and has established security standards and procedures to prevent unauthorized access to customer information.  We maintain physical, electronic and procedural safeguards to guard your information.  All authorized personnel within our organization who deal with your information must abide by a confidentiality agreement.

Links to Other Sites

This site may contain links to other Web sites, even though you may still see our logo; you are providing information to these other sites when you leave our site.  We will notify you when you are leaving our site.  We are not responsible for the privacy practices or the contents of such other Web sites.  You should review the posted statement at the sites you go to from our site.

E-mail

Please note that the email facilities on our Web site are not secured to maintain strictest confidentiality.  Please do not email to communicate information to us that you consider to be confidential.  If you wish, you may contact us instead via telephone at (216) 579-1330.

Cookies and other Methods of Collecting Information

The Epilepsy Association uses various methods to collect certain other kinds of information that cannot be personally identified with you, including “cookies”, “referrers”, IP addresses, and environment variables.

A “cookie” is an element of data that the Epilepsy Association can send to your browser, which may then store it on your system.  It can be used to provide you with a tailored user experience.  The Epilepsy Association site uses cookies.  We treat any personally identifiable information with the same confidentiality as when you enrolled.  You can set your browser to notify you when you receive a cookie, giving you the chance to decide whether or not to accept it.  The Epilepsy Association does not require that you accept cookies.

A “referrer” is the information passed along by a web browser that references the Web URL you linked from, and is automatically gathered by our Web server.  This information is used by the Epilepsy Association to identify broad demographic trends that may be used to provide information tailored to your interests.  You will not be personally identified from this information.

Your computer uses IP addresses every time you are connected to the Internet.  Your IP address is a number that is used by computers on the network to identify your computer so that data (such as Web pages you request) can be sent to you.  Our Web server automatically gathers them.

The Epilepsy Association will not use your IP address to attempt to identify your personal information and you will remain anonymous.

System Information we gather includes time, type of Web browser being used, the operating system/platform, and CPU speed.  This information is sent automatically by our Web browser when you are connected to a Web site and is used by the Epilepsy Association only for broad demographic statistics.  You will not be personally identified from this information.
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